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INTRODUCTION

MANAGEMENT OF PERSONAL DATA

On May 25, 2018, a new General Data Protection Reg-

ulation (GDPR) enters into force within the EU. GDPR 

enhances privacy rights and will have a wide effect on 

all entities offering services within the EU with regard 

to how they control and process personal data. While 

the deadline for GDPR compliance is getting closer,  

many organizations are still planning their ‘GDPR 

readiness’ approach and are analyzing the impact of 

GDPR on their business and data management pro-

cesses.

SimCorp is dedicated to helping its clients in their 

efforts to comply with GDPR. While GDPR will impact 

investment managers, insurance companies, pen-

sion funds, fund managers, and wealth managers in 

multiple ways, this paper addresses the most notable 

provisions of GDPR and offers guidance on how  

SimCorp Dimension can support your compliance 

efforts. The guidance is not intended to be exhaustive, 

and if you have specific needs or questions that are 

not addressed here, we encourage you to reach out  

to your account manager. 

In addition to this paper, SimCorp will provide all its 

clients with a GDPR manual, which provides more 

detail about how to use SimCorp Dimension for GDPR 

compliance.

Please note that this document is not intended to 

provide legal advice. Kindly consult with your legal 

advisors to ensure that any changes implemented due 

to GDPR are in line with your firm’s specific situation.

The terminology used in this paper has the same 

meaning as defined in GDPR:

•  Data Subject – the natural person to whom  

Personal Data relates

•  Personal Data – any information relating to an 

identified or identifiable natural person

•  Data Controller – the entity which determines  

the purposes and means of the processing of  

Personal Data

•  Data Processor – the entity which processes  

Personal Data on behalf of a Data Controller.

The amount and kind of Personal Data stored in SimCorp 

Dimension depends on the specific business model of 

individual SimCorp clients. 

As an example, some SimCorp clients manage man-

dates for private wealth investors, and the Personal 

Data of these investors is an integral component of 

the investment management lifecycle. In terms of 

GDPR, the private wealth investor is the Data Subject. 

Typically, the Data Subject’s Personal Data includes 

names, addresses, data of birth, tax identification 

number, and other data supporting the investment 

and reporting processes. Additionally, investor man-

date-related details about portfolios, bank accounts, 

and custodies stored in SimCorp Dimension should 

also be considered Personal Data. The actual invest-

ment data in SimCorp Dimension, e.g. transactions, 

holdings, or calculation results, are linked to the inves-

tor through this investor-related data. Without these 

links, it is not possible to identify a Data Subject from 

the investment data alone. 

Also, as SimCorp Dimension is used daily by the  

employees of SimCorp’s clients, these employees also 

represent Data Subjects. Any Personal Data about 

these Data Subjects stored in SimCorp Dimension also 

needs to be treated in compliance with GDPR. For 

these Data Subjects, only a very small set of Personal 

Data will be stored; such as name, email address, em-

ployee number, department affiliation, MiFID II National 

ID, and external identifiers. 

It is simpler to comply with the various rights granted 

to Data Subjects by GDPR, if as little Personal Data 

as possible is stored, and in only one or very few 

places within SimCorp Dimension. Hence, SimCorp 

recommends its clients to implement data manage-

ment best practices adhering to this principle, and 

to use specific data structures available in SimCorp 

Dimension for storing Personal Data. SimCorp plans 

to enhance these data structures to further support 

Personal Data information storage.
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RIGHT OF ACCESS AND PORTABILITY

RIGHT TO RECTIFICATION

DELETION (“RIGHT TO BE FORGOTTEN”)

GDPR gives all Data Subjects a right to obtain access 

to the Personal Data pocessed about him/her from 

the Data Controller. 

Under certain circumstances, GDPR gives Data 

Subjects a right to receive the Personal Data stored 

about him/her in a structured, commonly used, and 

machine-readable format to be able to transmit this 

information to another Data Controller. This right only 

applies to data provided to the Data Controller by the 

Data Subject. 

In SimCorp Dimension, this will only apply to contact 

information about private clients. Any transaction or 

position data will not be encompassed by this right.

Any Personal Data stored in SimCorp Dimension can 

be accessed by authorized users with existing data 

management tools, e.g. the Data Extractor as an inte-

grated ETL tool. This enables SimCorp clients to easily 

provide extracts of the stored data to their clients or 

employees in compliance with both the right of access 

and portability.

If requested by a Data Subject, all inaccurate data about 

him/her must be rectified by the Data Controller. 

SimCorp clients adhering to the data management 

best practices outlined above will find it simpler and 

easier to comply with this part of GDPR. 

Additionally, SimCorp plans to deliver enhancements 

to the Personal Data structures that will further 

increase the operational efficiency of identifying and 

updating affected data sets.

The “right to be forgotten” has been highlighted 

as one of the most important principles of GDPR. 

However, the right to be forgotten is not an absolute 

right. If Personal Data is kept for a legitimate reason, 

e.g. regulatory demands or defense of a legal claim, 

this will overrule a request from a Data Subject to 

have information about him/her deleted. The deletion 

of Personal Data also needs to account for national 

regulation regarding data retention periods. In most 

countries in the EU, it is required to keep records of 

transactions for five to ten years. At the same time, 

GDPR stipulates that Personal Data needs to be de-

leted when it is no longer required. This implies that 

some Personal Data needs to be deleted earlier than 

other. SimCorp clients are advised to seek indepen-

dent legal advice for understanding the minimum re-

tention policies that need to be implemented in their 

specific situation.

GDPR allows usage of anonymization instead of dele-

tion of Personal Data. SimCorp Dimension already has 

functionality for anonymization of data and this will 

be expanded during Q2 2018. 
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DATA SECURITY

DATA PROCESSING AGREEMENTS AND 
INTERNATIONAL TRANSFER 

SimCorp Dimension already provides extensive func-

tionality for securing data. ‘Read and write’ access to 

individual Personal Data records can be restricted to 

authorized users only. 

This functionality includes investor mandate-related 

data and actual investment data. During Q2 2018, 

monitoring and logging of who has accessed Personal 

Data will be added to SimCorp Dimension.

A data processing agreement is required when a Data 

Controller uses a Data Processor to process Personal 

Data.

SimCorp has developed a data processing agreement 

that meets the requirements of GDPR for situations 

where SimCorp acts as Data Processor on behalf of its 

clients when providing support of SimCorp Dimension.

The data processing agreement authorizes SimCorp 

to use sub-processors subject to notification to our 

clients. This will ensure smooth support in cases where 

out-of-hours or expert help is needed from other  

SimCorp entities. 

To ensure that any support from SimCorp entities out-

side of the EU is based on lawful measures, SimCorp 

also offers the protection of EU Standard Contractual 

Clauses as part of its data processing agreement.
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ONE SYSTEM FOR A COMPLEX WORLD

LEGAL NOTICE

The contents of this publication are for general 

information and illustrative purposes only and are 

used at the reader’s own risk. SimCorp uses all  

reasonable endeavors to ensure the accuracy  

of the information. However, SimCorp does not 

guarantee or warrant the accuracy, completeness, 

factual correctness, or reliability of any information  

in this publication and does not accept liability for 

errors, omissions, inaccuracies, or typographical 

errors. The views and opinions expressed in this 

publication are not necessarily those of SimCorp. 
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either registered trademarks or trademarks of 
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list of SimCorp A/S trademarks. Other trademarks 

referred to in this document are the property of  

their respective owners.
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